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An epidemic contact tracing scheme based on group
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Abstract: The spread of epidemics poses a serious threat to life and the economy worldwide. The outbreak of the coronavirus
COVID-19 in 2019 prompted the scientific community to design and implement "close contact tracing” mechanisms, which
record close contacts through mobile devices to slow down the further spread of such epidemics. However, as close contact
tracing involves a large amount of privacy data, security and privacy issues arising from such applications have raised public
concerns. This paper proposes a privacy-preserving and verifiable contact tracing scheme using cryptographic techniques
such as non-interactive zero-knowledge proofs and group signatures to address the shortcomings of existing contact tracing

schemes. In addition, this scheme guarantees a certain degree of security and can resist most attacks.
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