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Abstract: Attribute-based encryption (ABE) is a critical technology for addressing data privacy and fine-grained access control in
cloud computing environments. Traditional ciphertext-policy ABE (CP-ABE) schemes have faced challenges such as high
computational costs for encryption and decryption, difficulty in updating attributes, explicit storage of access policies, and insufficient
malicious decryption restrictions. In response to these challenges, our proposed solution is a verifiable outsourced computation ABE
scheme that supports policy hiding. The scheme employs outsourced encryption and decryption techniques to reduce the computational
costs for users. To protect the privacy of data owners, we propose a policy hiding scheme. The ciphertext is stored using the
InterPlanetary File System (IPFS) to ensure data security. A verifiable random function (VRF) is used to implement limited anonymous
access control, preventing malicious users from overwhelming smart device resources with excessive decryption requests. In addition,
our scheme supports attribute updates for users. Theoretical analysis indicates that the proposed scheme is chosen plaintext attack (CPA)
secure under the standard model, and experimental results demonstrate that the scheme reduces the computational burden on users and
verifies the correctness of decrypted data using smart devices.
Keywords: attribute base encryption; outsourcing encryption and decryption; policy hiding; access control; blockchain
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Algorithm 1: Storage Transaction

Input: The identifier S of the storage transaction;

The storage address ha 4ar Of the ciphertext;

The access policy (M, p") of the ciphertext;

The random number @ of the access policy;

The hash value /4’
The private key SK po of the DO;

Output: The storage transaction 1 X storage >

1 /*Compute the message digest for transaction™/

MD:H(S’haddr’h"(MSP')?@);

2 /*Encrypt the message digest with the SKDO */

sign = Signg. (MD):

of the result verification;
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3 /*Generate the storage transaction®/

Tx =15, haddr’h (M, p"),0,sign;

storage

4return Tx

storage

UG 2 MAEREAS T A i R . T BRI

storage

Begk b, AT DL i A 44 R B A o (A R

Algorithm 2: Storage verify Transaction.

Input: 7Tx

storage

={S, g s »(M , p"), 0, sign};

The public key PKDO of the DO registered in the CB;

Output: The validation of ; 7X

storage

1 /*Compute the message digest for transaction™/
MD' = H(S, by (M, p),0),

2 /*Verify the sign with the public key*/
MD = Compute,, (sign):

3if MD' =MD then

4 return True;
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s

Algorithm 3: Access Transaction

Input:

The identifier A of the access transaction;

The storage address /1 aar Of the ciphertext;

The commitment com(ctr,T) of the access times;

The random result K .

Output: The storage transaction 71X

access ?

1 Get the current time fime:;

of VRF calculation;
The private key SK sp of the SD;

2 [*Compute the message digest for transaction™®/

MD = H(A,PK ., h,,.K,,time):

3 /*The SD signs the transaction */

78



@liu.i.s;tmc_ _

HEHRAMEFEES 2022 [10] 4
ISSN:2661-3719(Print);2661-3727(Online)

sign = Signg.  (MD):
4 Tx

access

5return 1X
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={A4,PK,,,h,, K, time,sign};
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= —KEY . 1%
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D oo app IR BB C TR CPA 5
ARt PR T
Tnit: A PERE—MBRERDTRISENS (M*, p¥) | IR %%
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Setup: MHINE] C KIEL B I Y oy TRMAIS
Bompk | BiHtzg, €z, HRE Y, =g,
sky, = zg, o« S8F B Kik (mpk, Y, , skg,) 4 Ao
Phasel: fEULBTEE, FoifF A AIERARETT LT i «
~Create( S ):A T LA — RIS EEES S A XE

1L EDASIBIESE S S R B BIE RS S [ (M*, p*) .,
WARE, W B EREMEESS B C, I CRMMY
sk, :(KO’KI’KZ’{K&i’K;,i}iES): (Yjue™,
g(a+/3+ah)[D’ ga+/3+ah , thlt,h, (l), gah,) N B ik :f%

' LN _ Ty o epEan
z ,mez,, HRY,, =g, = Zpy RIFIE
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sk,
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o
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B & & tk, = (sk,,tk,(Nonce)) , j=j+1 3%
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—Corrupt.SK(7):24 B )\ A AbZIKEI G T INZE [ 5T, B
Kt 55 i T (0, S, Yoy, Sk o sk, th)) EAHESIZ T
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D[i]« D[iI]U{S} ¥4 A&l (Y, sk, sk,) -

—Corrupt. TK(1 ): 43R HIOC T NZE 1 BTIA), B KR A28 i
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~AUpdate(Z, 7, )24 A AL EI T %5 (1,7, 9)
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AT TR0 . R PBC FEXS 7 S A 705 B2 50
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