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Abstract: This paper addresses the detection problem of encrypted malicious traffic and investigates the use of adversarial
training for encrypted malicious traffic detection. Initially, real samples are employed to train the initial detection model based
on deep learning techniques. Subsequently, adversarial samples are generated based on the real samples, and the model is
further trained using these adversarial samples. The experiments demonstrate that the proposed method effectively reduces the

impact of the dataset on the deep learning model and enhances the detection capability of the model for encrypted malicious

traffic.
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