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A high performance web page tampering monitoring system based on digital signature

Lan Li, Jing Zhang

Tianjin Open University Tianjin 300000

Abstract: This paper presents a website page tampering monitoring system based on digital signature technology. The system
employs web crawlers to capture snapshots of monitored web pages and applies digital signatures to generate hash values that
are stored in a NoSQL database. During tampering detection, the system compares the digital signatures for verification, thus
improving overall performance. Additionally, the system is designed with modularity, allowing flexible configuration based
on the monitoring workload through distributed deployment. Furthermore, the system incorporates a multi-administrator
authorization management mechanism, enabling multiple administrators to manage monitoring for site administrators and
monitored websites in a many-to-many relationship. This design is suitable for website monitoring tasks within organizations
with complex hierarchies, such as enterprises, institutions, universities, and government agencies. As a post-detection
technique for network attacks, this system plays a crucial role in the overall network security defense system and holds
significant practical value.
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