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Wang Chenming
Xihua University, Chengdu, Sichuan 610039

Abstract: This article conducts research and analysis on data security and encryption algorithms. Firstly, by reviewing the importance and practical
challenges of data security, the key role of data encryption in protecting sensitive information was emphasized. Secondly, we delved into different types of
encryption algorithms, including symmetric encryption algorithms, asymmetric encryption algorithms, and hash functions. We analyzed their working
principles, advantages and disadvantages, and applicable scenarios, and compared their safety and performance. In addition, we also discussed the
potential threat of quantum computing to traditional encryption algorithms and introduced the research progress of quantum secure encryption algorithms.
Finally, we pointed out some challenges and future development directions in the current research on data security and encryption algorithms.
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