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Research on wireless Communication security of
Siemens Frequency Converter

Liang Liu
Id card Number: 130928198208100037

Abstract: Siemens inverter adopts a combination of frequency conversion motor, but it may be invaded by intermediary of
wireless network. In order to solve the security problem in the wireless communication of Siemens frequency converter, the
intelligent connection device of SINAMICS V20 Wifi Module of Siemens is used to connect the Wifi of mobile phone or
operator workstation with Siemens V20 frequency converter. The speed, rotation direction, start and stop of Siemens inverter
are monitored comprehensively. It is found that SYN ACK has invaded the transducer connecting module Wifi transducer of
Siemens transducer, which causes the change of its working state, and puts forward the corresponding preventive measures.
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