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A Review of the Application of Deep Learning in
Network Security

Qingmei Chen, Mingchun Ren, Zhizhen Peng

Guizhou Provincial Center For Disease Control And Prevention, Guiyang 550003, Guizhou China

[Abstract] In recent years, deep learning has gradually attracted attention in the field of network security, because it can capture
the characteristics of network data more comprehensively, and obtain better detection results after combining with various network
anomaly detection methods. In order to clarify the research context of the application of deep learning in network security, the neural
network representation learning is briefly introduced. Secondly, three kinds of network security detection methods based on deep
learning are summarized, and these three methods are analyzed and compared. Then, the open network intrusion detection datasets
are briefly introduced. Finally, this paper summarizes and discusses the limitations of the current research and the future research
direction.
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