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International Law Thinking on the Exercise of National
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Abstract: With the development of network information technology, network attacks have become a major threat to national security. The emergence of
large—scale cyber attacks in the international community has caused serious losses to countries, so its related issues have become the focus of international
attention. Sovereign countries have not yet formed a unified consensus on the relevant international law regulations for cyber attacks, and they also hold
different views on how to apply the Tallinn Manual. More and more countries are facing increasingly complex and volatile cyber security threats, so
maintaining cyber security is in the common interest of all countries. Major cyber powers should first reach a consensus on issues related to cyber security.
From the perspective of the exercise of the right of self-defence by cyber attack countries, this paper analyzes the issues that arise when the dominant

countries exercise their right of self—defence in the face of cyber attacks, and discusses how these issues should be resolved and improved, Thereby

maintaining the peace and stability of the international community’ s cybersecurity.
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