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Abstract: In order to ensure the network security of UAV clusters, a UAV cluster—oriented authentication and key synchronization protocol

is designed.Firstly, an improved threshold secret sharing scheme is used for preprocessing operations to generate system parameters and secret sharing

keys and distribute them. Then, the cluster head node performs mutual authentication with member nodes based on the secret sharing keys and

performs key synchronization to form a cluster—wide group key. Finally, the correctness, security, and performance analysis of the protocol are

provided.The analysis results show that the protocol has confidentiality, integrity, freshness, authenticity, and resistance to collusion attacks, with a

communication complexity of O(n).
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