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Sensor Nodes and System Proposal for Security and
Environmental Data Collection in Developing Countries
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Abstract: This paper consists of RF-based sensor nodes design for survey of critical areas and distance collection of useful
environmental data such as pollutants, pluviometry, temperature and humidity. Given poor or nonexistent accesses in areas
under investigation, adequate RF equipped sensor nodes are posted at indicated locations for collecting data to be processed
by a microcontroller used as a control and processing unit. The processing unit also processes requests from users and sends
feedbacks by SMS; those requests and related feedbacks are transmitted through a GSM module. Data from sensors are also
processed and corresponding SMS alerts or calls are automatically sent when set parameters are detected. In addition to the
use of GSM and microcontroller-based processing unit as in few systems, the proposed system here used RF-based sensor
nodes for local area data sensing. That allows real time investigation of given locations. The prototype was successfully
developed and tested with specific COTS components such as RF TX/RX433MHz for local area communication, PLL4046
for data formatting to digital, GSM SIM900 for long distance communication, and PIC16F877 microcontroller for data
processing.
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FEATURE GSM LORA WI-FI BLUETOOTH ZIGBEE Z-WAVE
24GHz

Frequency i[SZOMHZ/l &= g?zxi 24GHz 24GHz 868MHz gggxi
915MHz

Type WAN LPWAN LAN PAN PAN PAN

Power Very High Low High Low Very Low Very Low

Battery Life Hours Years Hours Days Months and years Months and years

Mesh No No 30 7 65,000 232

Bandwidth 135 Kbps 27Kbps 2-100 Mbps IMbps 20-250 Kbps 100Kbps

Range (m) 35,000 15,000 1-100+ 1-100 1-30, 100 150

Cost Costly Less costly Cheap Cheap Cheap Cheap

Local availability of module Yes No Yes Yes No Yes

Compatibility with mobile /laptop Yes No Yes Yes No Yes
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(b) Circuit samples of sensing & RF data transmission nodes.
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(a)House prototype

(b) Embedd: processing
system on the house prototype
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(b) SMS Control
and GSM Call

CFrequent feedback to the user: Temperature value; security light status; Intruder or no; etc
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