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The Threat Model of Computer Network Software

Wang Hui
Harbin Institute of Information Engineering Heilongjiang Harbin 150000

Abstract: This article emphasizes the issue of identifying computer network information security threats. The purpose of the study
is to increase the number of identified threats. Firstly, an analysis was conducted on the computer network models used to identify
threats, as well as methods for establishing computer network threat models. Highlighted the deficiencies that need to be corrected. A
mathematical tool based on attribute metagraphs has been developed to describe the software components of a computer network and all
possible connections between them. Based on the basic operations of metagraphs, a computer network software security threat model
has been developed, which can compile a list of threats to the integrity and confidentiality of computer network software. Compared to

the considered analogues, these lists include more threats.
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