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Research on machine learning security attack and

defense mechanism

Wenhua Wang

Computing thinking education research center of Beijing Normal University, Beijing 100037

Abstract: Although the application scope of machine learning involves various fields of artificial intelligence, due to the

security problems of storage and data transmission and the defects of machine learning algorithms, there are many threats to

security and privacy in machine learning. The following divides the security and privacy threats in machine learning according

to the situation and time of attacks, and analyzes label poisoning, big data poisoning, white box intrusion The causes and

attack methods of black box intrusion, and expounds and analyzes the existing information security defense mechanisms.
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